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Overview

 NSA warrantless surveillance
 Internet routing
 Mapping packet paths
 Outting the NSA sites
 Future work



Background

 Much is going on ‘inside’ the internet, but out of sight, that
should concern users and policy advocates:
– Surveillance (e.g.

• Eavesdropping by the NSA and other security agencies)
• Deep packet inspection (DPI) by ISPs/carriers

– Discriminatory traffic management and blockage
– Excessive energy consumption
– Oligopolistic and anti competitive business practices

 There is relatively little critical research into, or public
understanding of, internet backbone structure and
operation

 Prevailing metaphors, such as ‘dumb core/ intelligent
edges’ and ‘cloud computing’, obscure important insights
and possibilities for action



Research ambitions

 Make visible to users interesting internet
backbone/core phenomena related to everyday
usage
– e.g. NSA surveillance, DPI, Carrier Hotel ownership,

energy (in)efficiency, …
 Promote an understanding of the internet core

amenable to public policy engagement
 Develop a research tool for conducting critical

internet backbone investigations, and for
presenting findings publically

 Enroll others (users, activists, researchers) in
building the database of internet sites of interest



NSA Warrantless Surveillance

2005/6: Mark Klein, AT&T whistleblower:
– Installation of “Splitter room” at 611 Folsom St, San

Francisco at the request of National Security Agency
– 40+ court cases against US government, AT&T,

Verizon/MCI, BellSouth, Sprint & Cingular
– Estimated 15-20 splitter sites in US (Bamford, 2008)

2008 July: Foreign Intelligence Surveillance Act
amended giving telecom carriers immunity from
prosecution

2010 March 31: Judge Walker finds “N.S.A. Wiretaps
Were Illegal" (NYT), rejects “state secrets privilege”



EFF's view:



Suspected splitter sites

611 Folsom
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San Francisco



Internet routing basics

To:    Mom@herISP.com

Msg: Hi Mom! love, Son



Internet routing basics – DNS lookup

To:    Mom@herISP.com

Msg: Hi Mom! love, Son
123.234.345.456 IP address



Internet routing basics – packets
To:    Mom@herISP.com

Msg: Hi Mom! love, Son

These packets are transferred from one router
to another until they reach their destination

Each intermediate router has its own unique IP
address

123.234.345.456 IP address

Hi M123.234.345.456 123.234.345.456om! L

123.234.345.456



Generating Traceroutes via IXmaps

Building a database of traceroutes in NA
 TRgen installable software – ‘crowd sourcing’
 Destination address collections

– Universities on the NA periphery e.g. http://ucsd.edu
– Sites near 611 Folsom Street e.g. http://sfai.edu
– User chosen

 Immediate storage in the IXmaps.ca database
Current status:  ~30 contributors, ~3000 traceroutes

+ Internet exchange points (IXPs) aka carrier hotels
e.g. location, NSA, ownership, carriers, …



Trace route – basic (TR#1859)
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Art Institute
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Trace route + Lat/Long (Maxmind)
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Trace route with Lat/Long + URLs



Trace route with Lat/Long + URLs



AT&T Core routers?



Trace route with Lat/Long updated
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Google Earth rendering of TR#1859



Google Earth rendering of TR#1859



Google Earth rendering of TR#1859
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Room 641A at 611 Folsom Street

611 Folsom
Street,

San Francisco



Future work

 Working prototype as proof of concept:
– The internet is not a “cloud”, but a very specific, material

infrastructure of deeply entangled socio-technical
relationships

 Build data base of:
• NSA sites
• DPI sites and policies
• Ownership of the “cloud”
• Energy consumption

 Evidence of individual ‘harm’ in NSA court cases?
 Cyber-surveillance - international research

workshop, May 2011, Toronto
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Suspected splitter sites


